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Abstract

The digitalization of value networks holds out the prospect of many advantages for the participating compa-
nies. Utilizing information platforms, cross-company data exchange enables increased efficiency of collab-
oration and offers space for new business models and services. In addition to the technological challenges,
the fear of know-how leakage appears to be a significant roadblock that hinders the beneficial realization of
new business models in digital ecosystems. This paper provides the necessary building blocks of digital
participation and, in particular, classifies the issue of trust creation within it as a significant success factor.
Based on these findings, it presents a solution concept that, by linking the identified building blocks, offers
the individual actors of the digital value network the opportunity to retain sovereignty over their data and
know-how and to use the potential of extensive networking. In particular, the presented concept takes into
account the relevant dilemma, that every actor (e. g. the machine users) has to be able to control his commu-
nicated data at any time and have sufficient possibilities for intervention that, on the one hand, satisfy the
need for protection of his knowledge and, on the other hand, do not excessively diminish the benefits of the
system or the business. Taking up this perspective, this paper introduces dedicated data sovereignty and
shows a possible implementation concept.
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1. Introduction

Digitalization provides technologies and concepts for realizing the integration of business-relevant infor-
mation across the entire value chain. In particular, cross-company information platforms are a general ap-
proach in this respect. In conjunction with the Internet of Things (IoT), there is potential for manufacturing
companies to ensure their competitiveness in the future. IoT-based systems and their integration by means
of information platforms make it possible to link a large number of data sources and network them into
advantageous value creation networks. Cross-company networking in production has already demonstrated
its fundamental potential in the automotive industry [1]. By participating in platform ecosystems, companies
can encounter cost pressure in the core business. Digital business models allow internal product and process
optimization for the platform players machine suppliers, machine users, suppliers and the customer.

With numerous loT-based platforms and various clouds, solutions exist that are already available as a usable
product, at least from the perspective of their providers [2], [3]. Hyperscalers (AWS, Microsoft Azure and
Google Cloud Platform) also offer basic functions in terms of computing power, storage and networks.
Looking at actual use in practice, the potential users do not seem to share this optimism: deployment occurs
hesitantly and use of information platforms, despite their potential, is low.
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The result is a low level of information exchange between value creation partners and level of digitization
across entire industrys [4], [5]. Since companies as actors in value chains are shaping socio-technical sys-
tems, possible reasons are the perceived risks which, from the companies' point of view, have not yet been
addressed to a sufficient extent and are working against actual comprehensive use. According to Gartner,
IoT platforms are in the phase through of disillusionment [6]. The task is to identify solutions based on key
challenges that will help to implement digitized value networks in a targeted manner. Taking up this per-
spective, this article introduces dedicated data sovereignty and shows a possible variant of implementation.

1.1.Research question and expected results

Experience with cloud-based ERP shows that the fear of a know-how leak is a relevant roadblock among
potential users [7]. This leads to the thesis that trust creation plays a significant role and that ensuring per-
ceptible data sovereignty is therefore an important success factor for the effective establishment of future
value creation networks. The implication of this thesis is that the cross-company exchange of information as
a fundamental part of digital value networks must be designed in such a way that the participating companies
do not have to fear a leakage of their know-how. This makes controlled communication indispensable. The
dilemma: It must be ensured that every actor (e.g., the machine users) can control the communicated data at
any time and at an effort-adequate level, and that there are sufficient options for intervention that satisfy the
need for protection on the one hand and do not excessively diminish the system benefits on the other. For
SMEs in particular, this is a challenging task that has to be mastered in addition to day-to-day business.

Thus, there is a need for suitable concept of principles that serves as a basis for the development of such
solutions. Solutions that avoid the perceived loss of control if data is passed on to external systems (e.g.,
cloud-based services or SaaS applications) and still make the aforementioned positive aspects usable. Solu-
tions that create trust through the appropriate regulation of information flows bring acceptance for the active
co-design of future ecosystems. In this respect, the following relevant research questions arise with regard
to the establishment of platform-based business models in future value creation networks: Is the fear of
know-how outflow actually a misson-critical obstacle? How can the data sovereignty of individual
actors within shared platforms be achieved with reasonable effort? Subsidiary results from the
knowledge process are: What is the significance of trust creation for the establishment of digital value net-
works? Which building blocks are success factors for connection to loT platforms?

Taking up the above thesis, the identification of the obstacles confirms the high importance of trust creation
within value networks. A reference model of the necessary building blocks systematizes the implementation
of the platform connection. In this context, the reference model is to be understood as a model which, on the
one hand, concretizes certain aspects of the mapping space (delimitation of metamodel) and, on the other
hand, offers room for adaptation to concrete use cases (delimitation of model). It serves as a basis for a
systematic approach and forms a framework for further operationalization to concrete use cases. With the
goal of effective trust creation, we introduce dedicated data sovereignty, a concept that ensures appropriate
know-how protection. Part of the dedicated data sovereignty is the concept of a controlling entity - an infor-
mation firewall. This element acts as part of the corporate network and provides extensive control of infor-
mation flow. This avoids the creation of another external actor that appears to be independent, but results in
respect to its viable business model in additional cost and effort. The Information-Firewall provides the
concept which takes over the tasks of information flow control within the corporate structure. Synergisti-
cally, the device also offers the prospect of further added value (e.g. retrofit).

1.2.Methodology of research process

The first part of the research process is the problem analysis with an identification and structuring of the
obstacles that hinder the use of cross-company information platforms and platform-based business models.
It starts with investigating the lack of participation in cross-company information platforms, carried out in
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the first instance by means of interviews with companies to identify practical obstacle reasons. For the pur-
pose of consolidation and supplementation, a focused literature research follows in the second instance. The
latter forms part of the state of Research. It follows by the elaboration of trust creation as an essential key
factor follows. The resulting findings are then used to identify relevant fields of action. Based on this, the
development of a solution approach follows. This begins with the data privacy approach and shows the
current state of research in this area. Subsequently, security-relevant model elements are determined and
linked in the concept of information firewalls. In addition, an implementation proposal results, which carries
out the operationalization and enables the implementation for existing systems.

2. Problem analysis

The analysis begins with a practical perspective, considers possible solutions and derives implications. Thus,
it links practical needs and theoretical solutions to a model of the relevant solution modules.

2.1.Practitioner's perspective

The situation from a practical perspective is documented in the results of 18 interviews with players in man-
ufacturing SMEs (managing directors, IT managers, production managers; end of 2019). The guideline-
based design allows sufficient freedom in the choice of areas of observation and their detailing, while still
maintaining the focus. With regard to the use of platforms, the guideline covers the perception of the poten-
tials, the experiences to date and the status of implementation, viewed from the perspectives of people, tech-
nology and organization. In summary, the following findings result.

The existing heterogeneous IT and automation landscape and the lack of integration capability of the pro-
duction objects make the holistic implementation of platform projects difficult. There are too few standard-
ized interfaces that allow the configuration and comprehensive connection of the systems involved in a way
that is commensurate with the effort involved and overcomes the partial closeness of proprietary isolated
solutions. Implementation also fails because of the specifics of the situation at hand. Although there is con-
sensus on the theoretical application potential, difficulties arise in the individual adaptation. The selection
and configuration of the appropriate technological and organizational elements and their sustainable combi-
nation represent hurdles. This also includes the lack of migration strategies that enable systematic and tar-
geted further development of the existing systems (brown field), as well as the provision of human resources,
since all employees are typically tied up in day-to-day business in SMEs.

Furthermore, the individual benefits of digitizing processes cannot be adequately demonstrated without suit-
able evaluation tools for potential investment decisions. The only partial evaluation of possible solution
modules leads to false expectations and misjudgments on the part of those responsible and decision-makers.
In addition to these technical and organizational reasons, the psychosocial dimension is also part of the
problem with the fear of a know-how drain. Since control of the data actually communicated to the platform
during operation cannot be adequately ensured, these concerns lead to the decision not to connect to and use
the platform. In summary, significant obstacles exist within the enabling prerequisite, the implementation as
well as the operation. This general structuring into this issue areas is applied in the following for further
elaboration.

2.2.Detailing the issue areas

The next step of the knowledge process aims at a supplementary consideration of the reasons for obstacles
by means of literature research and their systematization. The guiding question of the literature research is
that of building blocks that make an essential contribution within the issue areas mentioned.
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From a technological point of view, loT systems arise from the connection of people, objects and systems
[8], which interact as actors in a communication structure. Industry 4.0 as the production-related manifesta-
tion of the IoT names cyber-physical systems (CPS) and their extensive networking as essential elements
that use embedded systems (ES) to equip objects with the necessary capabilities and upgrade them to IoT
devices [9], [10]. Consequently, high penetration is a prerequisite for the economic implementation of CPS
and their linkage to cyber-physical production systems (CPPS). The same applies to other technologies (e.g.,
AutolD, localization with GPS or beacons, algorithms for search and analysis such as deep learning) that
realize essential capabilities of the IoT system elements. Thus, technology availability emerges as part of
the issue area enabling prerequisite.

Networking to form an [oT communication architecture implies three potential levels of action for the system
elements involved: environmental interaction with sensing by sensors and action by actuators, the gateway
level as an essential network element, and the IoT platform as a higher level of data storage and processing
[11]. Grounded in their ability to process information locally, IoT devices can not only be used for mere data
collection, but can also act as an [oT gateway, if necessary, which handles communication to the next higher
level (typically a cloud) (e.g., via HTTP/REST-based data transfer or via MQTT protocol) [12]. These gate-
ways are equipped with various network interfaces and, in addition to pure data transmission, can also act
as translators or intermediaries and perform preprocessing of the data (e.g., filtering, aggregation) locally
[13]. Within the cloud, the cross-element evaluation of the accruing data and integration of the results into
the company's business processes takes place. Possible variants are the private cloud on premise in the com-
pany or the external variant using cloud service providers [ 14]. Existing IT architectures must therefore have
a suitable architecture concept that fundamentally permits this distribution of tasks for the system elements
mentioned. Architecture concepts forms a further component of the issue area enabling prerequisite.

Taking up the above loT communication structure, loT platforms are software systems that connect objects
or devices [15] and provide or allow the development of applications for data storage, analysis or visualiza-
tion. To structure the architecture of IoT, typical models concretize the three task domains into a five-layer
model with typically device, connectivity, processing, application, and security layers [16]. The latter three
form the IoT platform in a narrow sense. The processing layer includes device management (with identifi-
cation and health monitoring) and data preparation, among others. The application layer provides applica-
tions for information retrieval, some of which cover domain-specific use cases or can be created by external
actors. Also part of an IoT platform is a security concept. Other reference models make further differentiation
into functions and tasks or directly include business models and processes (e.g., ten task areas [14], eleven
criteria [17]) and thus offer a broader perspective. In existing platform offerings, the aforementioned tasks
are implemented or configurable to varying extents. Particularly relevant components are standardized in-
terfaces to third-party systems, loT data analytics and the provision of mobile applications, as well as support
for a wide range of communication protocols [ 18]. This shows success-critical factors for the implementation
of IoT platforms. The component IoT platform offer, i.c. portfolio available on the market, is also part of
the enabling prerequisites issue area.

For the demonstration of use and validation of potential solutions, a suitable set of tools for evaluation is
needed. The demand for such testing and validation tools is also evident from the increasing address in the
relevant funding programs of science and practice as well as in political and industrial initiatives: As so-
called "test centers", they are an essential part of the respective intended solution strategy [19], [20]). In
terms of the structuring used, the solution evaluation is located in the implementation issue area.

In particular, the topics of interfaces and communication protocols point to the technical challenges of inte-
gration within heterogeneous and evolved IT and automation landscapes. Since it cannot be assumed that
existing systems will be replaced by new copies without further ado, the implication arises that existing
systems must be enabled in a suitable form to act as part of an IoT platform. In particular, the integration of
closed legacy systems forms a typical use case [21], [22]. Reasons are the necessary investment protection,
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the new acquisition of machines or systems is rarely a real option for SMEs. An implementation within
existing systems is inevitable. Thus, brownfield is part of the problem area implementation.

Various middleware concepts (such as the Reference Architecture Model Industry 4.0 (RAMI 4.0) [23])
exist to enable existing production facilities. These work on a very abstract level and offer little help for
operational implementation. Thus, these general concepts require further concretization (e.g., in the form of
configurable migration strategies). They must also address the specifics of the situation at hand, but at the
same time follow standards in order to avoid isolated solutions or lock-in effects. Target-oriented individu-
alization is another building block within the issue area of implementation.

The use of the Internet Protocol (IP) in the IoT gives the impression of simple implementation of global end-
to-end communication. Looking at the differentiation into signal, data, information and aggregation levels
[24], this is largely true only on the first two levels. On the information or aggregation level, this is not the
case. The inclusion of semantic aspects or complex data structures, preprocessing and aggregation, or the
provision of functions at a high level of abstraction for communication and operation is not sufficiently
available and requires further concerted work [25]. This means production objects can only exchange data,
but no full interoperability has been implemented at the application level of the IoT structural model in a
practical way. Currently, there are only islands of interoperability provided by the individual reference ar-
chitectures from different application domains [26]. In other words, objects just talk but do not understand
each other sufficiently. After all, some commonly used application-level protocols have been established for
connecting machines to cloud services, which provide a basis for solving the lack of communication capa-
bilities. These include MQTT (Message Queue Telemetry Transport) for message exchange between de-
vices, LWM2M (Lightweight Machine-to-Machine) for IoT device management, and OPC-UA (Open Plat-
form Communication Unified Architecture) for communication between machines. Thus, semantic interop-
erability is also part of the implementation problem domain.

The commitment of the stakeholders is an important success factor in the introduction and use of innovations
and counteracts possible negative consequences such as the deliberate delaying or slowing down of the
change or even the failure of the project [27]. Acceptance is also characterized by the perception of risks and
barriers when (potential) customers use loT and cloud computing [28]. In particular, the assessment of the
trustworthiness of the provider is a critical factor for success in this respect [29]. The fact that shop-floor IT
is no longer an isolated entity that can only be accessed physically means that new threat scenarios are
emerging (see Stuxnet, Duqu, etc.). As a consequence, new challenges arise for security concepts and their
practical implementation in the factory [30]. On the other hand, a security concept must protect the know-
how about production processes and manufacturing methods from uncontrolled outflow [31], which is also
essential in the ecosystem [32]. Know-how protection is particularly important due to the high degree of
networking of the IoT and its need for communication relevant to its use. Suitable measures are not only
important in the initial design (cf. security by design). Rather, in daily operation, maintenance and necessary
adaptation are highly relevant. For this reason, know-how assurance is classified as an essential component
of subject area operation, as is user acceptance especially its upholding, which promotes a high degree of
utilization of the system element in question.

The required ability to adapt to changing conditions during operation addresses adaptability. As the adapta-
tion to changing conditions by the system itself, it is, in addition to efficiency, a further requirement with
regard to the competitiveness of companies [33]. Concepts of adaptability provide more suitable design
means and solution paths for permanent and rapid adaptation of the internal organization and technology
[34]. Also in the context of digitalization, platform-based ecosystems and new business models, mutability
is a desirable property of the overall enterprise system, whose architecture forms the basis for changing
business models from within and changes due to competition and new technologies from outside [35]. Con-
sequently, the system as well as the system element must offer internal user suitable options for implement-
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ing future change requirements in an effort-appropriate manner. Since not all change requirements are fore-
seeable during implementation, adaptability is taken into account as a further component of the issue area
"operation". Figure 1 summarizes the resulting elements from the identified obstacle reasons and influencing
factors, structured into the three issue areas prerequisites/enablers, implementation and operation. Also in-
cluded are the perceived levels of maturity, which was part of the insight validation with the interview part-
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Figure 1: Building blocks for platform application and maturity

2.3.Implications

In line with the fact that psychosocial aspects are also relevant within change management for the actual use
of innovations in addition to the technical and organizational perspective, concerns and worries on the part
of potential users are important for acceptance and the probability of benefits. In the case of external infor-
mation platforms, this relates in particular to fears of a loss of know-how. To counter these, it must be
ensured that every actor (e.g., the machine users) can control the communicated data at any time and that
there are sufficient intervention options which, on the one hand, satisfy the need for protection and, on the
other hand, do not excessively diminish the system benefits. Existing authorization concepts must be checked
in this respect or adapted to the extended data availability. A suitable data structuring with associated rights
and appropriate data granularity is still missing.

The control of the actually communicated data is an essential consequence. The implication for action is
therefore to ensure appropriate data sovereignty with respect to the platform connection by means of con-
trolled communication that is transparent to the data owner at all times. Ensuring data sovereignty becomes
an effectiveness-determining task in the use of information platforms and the realization of platform-based
business models in this regard. Furthermore, this task does not have a "static" problem solution, but requires
an adaptable solution that implements control loops, if necessary, in order to be able to make adjustments
and further developments during operations and to react appropriately to new external and internal require-
ments. A particular challenge for SMEs is both the implementation and operation of these control loops,
which implies the use of appropriate automation and configuration. These control loops need an effective
runtime environment within the overall architecture and external knowledge of the business transactions at
the meta-model level.

3. Dedicated data sovereignty

The particular challenge is to restrict the flow of information without impairing the functions of the platform
ecosystem, i.e., without too much or too little data flowing out of the company. Thus, suitable mechanisms
are required that on the one hand realize the fundamental data sovereignty, but on the other hand also address
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the information needs of the network partners in an expedient manner and adapt the communicated data to
this purpose. This tailored data sovereignty is referred to as dedicated data sovereignty. The dedicated data
sovereignty approach takes up the influencing factors that have been identified and derives a reference model
of the necessary building blocks for implementation.

3.1.Starting point data privacy

Trust creation as a basis for acceptance and application is well recognized. Trust and Privacy is one of the
key challenges in respect of the adoption of Internet of Things [36], wich is the collective term for future
connecting system concepts. Likewise, the Gaia-X initiative of the BmWI points to trust, digital sovereignty
and self-determination as relevant goals and recommends addressing them within modern cross-company
data infrastructures [37]. In this respect, this initiative names digital sovereignty as a part of the implemen-
tation. An essential element here is data sovereignty, which concretizes the goal: complete control over
stored and processed data and also the independent decision on who is permitted to have access to it.
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Figure 2: Implementation by using information gateways with a firewall function

Starting point data privacy: There are already approaches from data protection (e.g. BSI-Grundschutz) which
can serve both methodically and in terms of content as a basis for developing an adequate adaptation to the
10T in the area of discourse being worked on. Various principles and paradigms exist here that serve as the
starting point for further conceptualization of the reference model. A first operationalization is provided by
[38]. The basic principle is data sparseness (minimize) with the restriction to the provision of the actually
required data of the respective business activity. This implies the sufficient definition and delimitation of the
respective use cases. In addition, encryption and anonymization (hide) ensure secure communication and
appropriate information reduction. Distributed data storage and analysis (seprate) can reduce the risk of
knowledge leakage by scattering information fragments, since the complete picture is not fully accessible to
anyone, as can early aggregation into groups (aggregate) through local data aggregation. Both measures
require appropriate data classification. Organizationally, transparency with regard to data collection, pro-
cessing and dissemination as well as loss through attacks (inform) and the maintenance of control by the
data owner (control) must be realized. The enforcement of data protection laws (enforce) and the demon-
stration of enforcement (demonstrate) also have an effect in this sense and may have a regulatory require-
ment. All building blocks are to be anchored in the architecture through technical and organizational
measures (privacy by design).

The requirements of data economy in combination with the diversity of platform-based business transactions
give rise to the need for scalable anonymization, i.e., the implementation of different degrees of anonymiza-
tion and pseudonymization. Approaches are provided, for example, by Marnau with k-anonymity [39] and
Ulbricht [40]. The differential privacy approach (cf. [41]) implies the multi-level design using gateway-like
software elements. The gateway element allows security and pre-processing at the user's end. Figure 2 shows
this approach. It extends the classic firewall with business related abilities, replacing static blocking of in-
formation flows with customized business case dependent filtering. The question remains open as to how
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the gateway element must be designed and how it can be ensured with regard to the requirement of appro-
priate integration and low-effort operation. Building on these basic approaches results in the concept of the
information firewall. This concept of an information-firewall provides a solution to control the communi-
cated data regarding actor-specific requirements for high transparency of the data flows as well as necessary
interventions by the respective stakeholders.

Information L4 High level function calls Preprocessed/aggregated
node for reducing complexity information
. . Complex data types

Gateway L3 Semantic interpretation Data models

L2 Basic data types Number, string, ...
Connector

L1 Physical interconnection Bits

PLC CPS
Level of access Objective Elements of transmission

Figure 3: Classification and requirements for an information gateway

Figure 3 shows the requirements for such a component and makes a classification as well as a distinction
from typical device classes. An information gateway with firewall function operates at the level of an infor-
mation node. These capabilities can be realized, for example, as an independent component between pro-
duction objects (e.g., machine) and platform by an edge controller device (see [20]).

3.2.Reference model

In addition to the hardware and software concepts for an information gateway, further building blocks are
required which, as elements of the surrounding overall system, represent the prerequisites for effective de-
ployment. Applying the structure of organization, technology and human, the building blocks shown in Fig-
ure 4. As an example, the user access module is detailed here (Figure 5). The data sources (left) and the
platform (right) are visible. In between, the information firewall is realized by means of the information
gateways and 14.0 box, which regulate the flow of information as a connecting element and in this case
provide the necessary functions by means of agents and automate them appropriately.

Acceptance and trust ‘

2
Dedicated data sovereignty ‘

v v v v

Security Organization Technology Human
‘ Privacy by design Security oriented Information
Anonymization and process models classification User access
seudonymization X A
P y Real time risk Infrastructure Ass|
ssistance
Differential Privacy assessment concept

v v v

Information Firewall Concept

Figure 4: Result for the realization of an information firewall
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4. Hardware concept

The deployment of the information firewall concept needs a hardware concept that enables the implementa-
tion in existing infrastructures. In reference to the presented building blocks this concept have to fulfill sev-
eral requirements. Accordingly, potential data sources must be enabled in a proper way to act as CPSs. In
particular, from brownfield perspective (see section Influencing factors) the integration of closed legacy
systems is a typical use case. The concept envisages a component which enables the required properties to
be retrofitted and equips a production object with CPS capabilities. The implementation of the information
firewall function follows Industry4.0's ideas of complexity reduction through decentralized elements with
capabilities for local information processing. It is therefore obvious to design this component as a typical
CPS in accordance with 14.0. Thus, the device acts on the information node level (see section 3.1).

Figure 5: User access with mobile dashboard and 14.0-Box device

The term 14.0 box is used in reference to the Industry 4.0 concept. Also picking up on this aspect, the refer-
ence architecture model Industry4.0 (RAMI 4.0) also describes such an approach under the conceptual term
management shell [23]. The management shell as an interoperable profile of the technical actor (e.g., the
machine) provides information about the data supplied, among other things. Thus, by comparison in combi-
nation with the description of the business model, a classification can be made with regard to adaptations of
the communicated data. The use of local information processing also contributes to the flat communication
hierarchy of IoT. Figure 5 shows a an actual implementation of this hardware concept. CPS enablement,
data source with local information processing and communication capability: the device gains access to the
production object's installed sensors by connecting them via discrete cabling, using existing fieldbus via the
controller/PLC, or alternatively via additional sensors installed at a suitable location. Actuators are con-
nected via fieldbus or via direct cabling to the controller. In analogy to operating systems and their tasks -
the abstraction of the operating equipment from the underlying hardware and the management of hardware
resources - the software components of the boxes are summarized under the term factory operating system
(FaBS). The ConnectionService realizes the communication of the components. Similar to a driver, it ab-
stracts technical details and provides access to FaBS functions. It allows the implementation of a gateway
function between the internal communication of the system components and the respective protocol of the
external component. This can be done using standards (such as OPC-UA in the case of linking different
runtime levels) or using things, specifically defined by the provider.

5. Conclusion

The individual and situational protection needs of data owners are juxtaposed with the need to share infor-
mation regarding the effectiveness of platform-based business models. By creating dedicated data sover-
eignty through scalable transparency, this paper addresses this issue and provides an approach to address
this problem. It systematically shows the necessary building blocks. The reference model provides a frame-
work for further activities to operationalize the identified building blocks. It offers a basic procedure whose
principles serve as a basis for the development of such solutions. An obvious and further approach is to
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establish the analysis of information flows as an important part of securing the IT infrastructure and to im-
plement the detection of dynamic structures as well as the detection of irregularities and anomalies in suitable
systems. To adequately master these tasks, Al-based methods are possible tools for technical operationali-
zation, e.g., to design self-learning (security) systems. The CPS-based hardware concept offers a usable
runtime environment in this respect.
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